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THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above Is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
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1 )□ Responsive to communication(s) filed on 07 March 2002 , 
2a)n This action is FINAL. 2b)[3 This action is non-final, 

3) 0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) ^ Claim(s) 1-16 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) 0 Claim(s) is/are allowed. 

6) 13 Claim(s) 1-4,6-9,11 and 14 is/are rejected. 
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DETAILED ACTION 

1 . This application lias been examined. 

2. Claims 1 -1 6 are presented for examination. 

Drawings 

3. The Examiner contends that the drawings submitted on 03/07/2002 are 
acceptable for the examination proceedings. 

Claim Rejections ■ 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

4. Claims 1 ,2,6,7, 8 are rejected under 35 U.S.C. 1 02(e) as being anticipated by 
Higurashi et al (U.S. Patent Number 6,834,349). 

5. In regards to claim 1 , Higurashi discloses an infomnation system for processing 
digital information including contents information inserted with a digital watermark 
information (col. 6 line 20-25) and identification infomriation for the contents information 
(Figure 19 item 61 , Note the examiner interprets that is video pack which contains id 
information) the infomriation system comprising: 

a first verification device which detects the digital watermark information from the 
digital information (Figure 24, col. 17 line 1-3), and verifies validity of use of the contents 
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information when the digital watermark infomiation Is detected (Figure 24 item 51 1 , 
Note the examiner interprets that the system has different permission for the cxjntent, so 
the digital watermark contains all the content information); and 

a second verification device which verifies the validity of the use of the contents 
information by using the identification information (Figure 3 item 32, Note the ID 
information is located in the header of the frame) when the validity is confirmed by the 
first verification device (Figure 24 item 512, Note the examiner interprets the EMI, 
encryption mode indicator, col. 16 line 45-60). 

6. In regards to claim 2, Higurashi discloses a registration device which registers 
the identification information for the contents information whose validity has been 
confirmed by the first verification device (Figure 22 items 302a, item 316a, item 321a, 
Note the examiner interprets these steps for storing the ID infomiation. The first step 
302a is used to detect if the WM bit is equal '1 1' or prohibited copy, if not then the 
system moves to the next step, step 316a is used to detect WM bit is equal '10' or one- 
time copy, if not then the system moves the next step, step 320a is used to detect WM 
bit is equal to '00' or copyable, then the system moves to the next step where the 
system does not allows copies to be made. The examiner finds these steps relevant 
because if the system does not find the WM equal any of the bits, then the system will 
determine the information of content copy protected and will not allow copies. In 
addition, these step exemplify that how the system uses the stored ID information of the 
data and checks the WM verification. The Id information is related to Figure 3 item 32, 
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and right item 32 is item 33 & 34 which Is used for WM detection, so the ID infomnatlon 
is connected to WIVl information of the sector), 

wherein the second verification device verifies the validity of the contents 
information with respect to the contents information corresponding to the identification 
Information registered by the registration device Instead of the first verification device 
(Figure 23 item 505, The EMI detector. Note the examiner interprets that ElVII is a 
second verification device or then the CGMS. The EMI has a different set of bits to 
compare for copy permission. Figure 24 item 512, item 514, item 615. The EMI used 
also compares the bits, in the step, other than using CGMS. In conclusion the examiner 
Interprets that second verification device verifies the content instead of using the first 
verification device.). 

7. In regards to claim 6, Higurashi discloses a ripping device, which executes 
ripping of the contents information whose validity, has been confirmed by the first 
verification device or the second verification device (col. 2 line 8-15). 

8. In regards to claim 7, Higurashi discloses a method of protecting digital 
infomiation Including contents Information Inserted with a digital watermark information 
(col. 6 line 20-25) and identification information for the contents information in an 
infomiation system (Figure 6, Note the CGMS table which states all the pemiission), the 
method comprising: 

detecting the digital watermark Infomiation from the digital Information (Figure 24 
item 510), and using the digital watermark information to verify validity of use of the 
contents information (col. 6 line 25-35, Note the examiner interprets that the copy 
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privileges are disclosed in binary form that deciphers and verify validity of use of the 
content information); and 

using the identification information (Figure 3 item 32) included in the digital 
information whose validity has been confirmed using the digital watermark information 
(Figure 24 item 510, item 512) and verifying the validity of the use of the contents 
information (col. 16 line 50-65, Note the examiner interprets the table illustrates all the 
permissions of digital content). 

9. In regards to claim 8, Higurashi discloses registering the identification information 
included in the digital information whose validity has been confirmed using the digital 
watermark information (Figure 22 items 302a, item 316a, item 321a, Note the examiner 
interprets these steps for storing the ID infomiation. The first step 302a is used to detect 
if the WM bit is equal '1 1 ' or prohibited copy, if not then the system moves to the next 
step, step 316a is used to detect WM bit is equal '10' or one-time copy, if not then the 
system moves the next step, step 320a is used to detect WM bit is equal to '00' or 
copyable, then the system moves to the next step where the system does not allows 
copies to be made. The examiner finds these steps relevant because if the system does 
not find the WM equal any of the bits, then the system will determine the information of 
content copy protected and will not allow copies. In addition, these step exemplify that 
how the system uses the stored ID information of the data and checks the WM 
verification. The Id information is related to Figure 3 item 32, and right item 32 is item 33 
& 34 which is used for WM detection, so the ID information is connected to WM 
information of the sector); and 
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using the identification information to verify tlie validity of the contents information 
as a verification object without using the digital watermark information(Figure 23 item 
505, The EMI detector. Note the examiner interprets that EMI is a second verification 
device or then the CGMS. The EMI has a different set of bits to compare for copy 
permission. Figure 24 item 512, item 514, item 515. The EMI used this to compare the 
bits, within the step, without using CGMS. In conclusion the examiner interprets that 
second verification device verifies the content instead of using the digital watermark 
information.), when the identification information for the contents information as the 
verification object is registered (Figure 6, Table CGMS shows all the content 
infomiation.). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which the subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 

USPQ 459 (1966), that are applied for establishing a background for determining 

obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present In the application indicating 
obviousness or nonobviousness. 
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10. Claims 4, 9, 11, 14, 15 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over by Higurashi et a! (U.S. Patent Number 6,834,349) in view of Fridrich 
(U.S. Patent Number 6.101.602). 

11. In regards to claim 4, Higurashi discloses a system that checks for digital 
watermark content permission information, for allowing copies to be made of digital 
data. In addition, Higurashi teaches verifies the validity of the use of the contents 
information based on a collation result of the partial information (col. 17 line 1-3, Note 
the system checks for content information, in each sector which falls under check partial 
information. The examiner interprets that if all the information is being checked, that 
means that some of the information is being checked, which is interpreted as partial 
information of comparing digital rights, In addition col. 6 line 25-30 teach the different 
types of permissions). 

The difference between the claims and Higurashi is the claims recite "the second 
verification device designates partial information included in the contents information 
corresponding to the identification information at random, without executing detection 
processing of the digital watermark information ". 

Fridrich teaches a watermarking digital data for determine authenticity similar to 
that of Higurashi. In addition, Fridrich further teaches the second verification device 
designates partial information included in the contents information corresponding to the 
identification information at random, without executing detection processing of the digital 
watermark information, (col. 8 lines 24-26, Note the examiner interprets that in the prior 
art the first system watermarks only a certain number of video sectors, and the sectors 
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where the digital watermark are located are placed randomly by a means of password. 
In conclusion, the examiner construe the password allows only an algorithm to detect 
the verification of certain sectors, without going throw all the sectors and searching for 
every watermark located in each sector. The examiner also interprets that prior art uses 
the term watermark, only for verifying the content is original, where as the examiner 
interprets that the applicants uses the term watermark for the purpose extracting 
information for permission. Fridrich's term of watermark is just used for verification.) 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Higurashi and Fridrich before him at the time the invention was made, to 
modify the searching of entire sectors taught by Higurashi to include the a system for 
randomly searching sectors of Fridrich, in order to obtain a system that allows a random 
search of sectors for content permission. 

One would have been motivated to make such a combination because by using 
this system, the digital watermarks are completely resistant to attacks and would allows 
to free up system resources would have been obtained, as taught by Fridrich. 
12. In regards to claim 9, Higurashi discloses Higurashi teaches a system that 
checks for digital watermark content permission information, for allowing copies to be 
made of digital data. In addition, Higurashi teaches verifying the validity of the use of the 
contents information based on a collation result of the partial information (col. 17 line 1- 
3, Note the system checks for content information, in each sector which falls under 
check partial information. The examiner interprets that if all the information is being 
checked, that means that some of the information is being checked, which is interpreted 
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as partial information of comparing digital rights, In addition col. 6 line 25-30 teach the 
different types of permissions), and using the identification information (Figure 3 item 
32, Note the ID information about the sector) included in the digital information whose 
validity has been confirmed using the digital watermark information (Figure 24 item 510 
The difference between the claims and Higurashi is the claims recite "designating 
partial information included in the contents information as a verification object at 
random". 

Fridrich teaches a watermarking digital data for determine authenticity similar to 
that of Higurashi. In addition, Fridrich further teaches designating partial information 
included in the contents information as a verification object at random (col. 8 lines 24- 
26, Note the examiner interprets partial information as not be able to search all the 
sectors for watermark information.) 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Higurashi and Fridrich before him at the time the invention was made, to 
modify the searching of entire sectors taught by Higurashi to include the a system for 
randomly searching sectors of Fridrich, in order to obtain a system that allows a random 
search of sectors for content permission. 

One would have been motivated to make such a combination because by using 
this system, the digital watermarks are completely resistant to attacks and would allows 
to free up system resources would have been obtained, as taught by Fridrich. 
13. In regards to claims 1 1 & 15, Higurashi teaches a system that checks for digital 
watermark content permission information, for allowing copies to be made of digital 
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data. In addition, l-iigurashi teaclies an information system for processing digital 
information including contents information inserted with a digital watermark information 
and identification information for the contents infomiation, the digital infonnation system 
comprising: 

a verification device which uses the digital watermark infonnation detected by the 
detection device to verify validity of the contents information (Figure 24, Note the 
system checks for a WM permission and then check for EMI permission, and the 
permissions of the data are described in col. 16 lines 50-65, and in Figure 6 CGMS 
table.), and to detect the digital watermark information (col. 17 line 1-3). 

The difference between the claims and Higurashi is the claims recite "a detection 
device to set a data region for a predetermined number of sectors at random in a format 
in which the data region of the contents information corresponding to the identification 
information is divided into a plurality of sectors, to determine sector information for the 
number of sectors as a detection object range," 

Fridrich teaches a watermarking digital data for determine authenticity similar to 
that of Higurashi. In addition, Fridrich further teaches a detection device to set a data 
region for a predetermined number of sectors at random in a format in which the data 
region of the contents information corresponding to the identification information is 
divided into a plurality of sectors, to determine sector information for the number of 
sectors as a detection object range (col. 8 lines 21-35, Note the examiner interprets the 
claim in regards to the specification where system selects random sectors for verify the 
watermark infonnation. All sectors are not verified by the watermark infonnation 
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because it would make a larger burden on the system, so instead at the random sectors 
are checked instead of all the sectors to less burden the system. The prior states the a 
similar function.). 

It would have been obvious to one of ordinary skill in the art, having the 
teachings of Higurashi and Fridrich before him at the time the invention was made, to 
modify the verifying all the sectors taught by Higurashi to include the a verification of 
certain sectors of Fridrich, in order to obtain a system that has the ability to verify all 
sectors for WM efficiency, or verify only a certain number of sectors. 

One would have been motivated to make such a combination because it would 
allow a system to perform better if the verification was less and cause less burden on 
the system, as taught by Fridrich. 

14. In regards to claim 14, Higurashi discloses a ripping device to execute ripping of 
the contents information whose validity has been confirmed by the verification device 
(col. 2 line 8-15). 

Allowable Subject Matter 

15. Claims 3, 5, 10, 12, 13, & 16 are objected to as being dependent upon a rejected 
base claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 

16. In regards to claim 3, the prior art does not state the registration device 
associates and registers, in a table, said identification information, a random number 
value for randomly designating sector information included in the contents information 
corresponding to the identification information, and the sector information in a table. 
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The closest prior art discloses identification number corresponding to track 
information, but does not disclose a random number and sector information. Other 

« 

patent publication state random number and sector information, but does discloses ID 
information corresponding to the track or data. 

17. In regards to claims 5 & 10, the prior art does not state a registration device 
which associates and registers the identification information for the contents information 
whose validity has been confirmed by the first verification device, 

a random number value for designating sector information included in the 
contents information corresponding to the identification information at random, and the 
sector information in a table, 

wherein the second verification device refers to the table to search for the 
random number value and the sector information associated with the identification 
information which agrees with the identification information for the contents information 
as a verification object without executing detection processing of the digital watermark 
information, and 

acquires the sector information designated by the random number value from the 
contents information as the verification object, and verifies the validity of the use of the 
contents information as the verification object based on a collation result of the sector 
information with the sector information registered in the table. 

The closest prior art discloses the system that uses the digital watermark 
information to check for content information. The watermark has information permission 
stored in memory. The watermark is compared on all the permission and the permission 
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falls in one of the categories then the system perfomns that function. The system of 
Higurashi in combination with Fridrich allows the system to randomly place the content 
permission in certain sectors for system improvement purposes. The combination does 
teach or suggest having a random value with sector information and also ID information 
corresponding to the watermarks. The system does teach random number 
corresponding to the sectors but no ID information of the data. 

18. In regards to claim 12 & 16, the closes prior art does teach a random number 
generation device which generates a random number value, 

wherein the detection device designates a sector address using the random 
number value, and detects the digital watermark information from the detection object 
range of the contents information for the predetermined number of sectors in which the 
sector address is determined as a head sector. 

The closest prior art does a generating a random number value, but does not 
teach the for detect a range of sectors. There are many patents that use the random 
number values for a specific sector for authenticate watermark information, but there 
are none that use the a random number for a range of sectors for authenticating 
watermark information. 

19. In regards to claim 1 3, the closest prior art does not teach the detection device 
designates the sector address by the random number value, when the random number 
value exceeds a predetermined threshold value, and detects the digital watermark 
information from the detection object range of the contents information for the 
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predetermined number of sectors in wliich the sector address is determined as tlie head 
sector. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to O'Neal R Mistry whose telephone number is (703) 305- 
4675. The examiner can normally be reached on 9am - 6pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Bhavesh M Mehta can be reached on (703) 308-5246. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Infomriation regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status Information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Conclusion 



O'Neal Mistry 
Assistant Patent Examiner 
Art Unit 2625 
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